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SEAKEY Phase I Annual Report for the Period 7 February 2014 through 6 February 2015 
 

Section A. Project Summary 
This is the SEAKEY final report for the BBN-RVS team for the Phase I reporting period, 
February 2014 through February 2015. Our tasks under this project include identifying key 
challenges to transition QKD to a naval environment and determination of optimum operating 
parameters for a naval QKD system, in pursuit of the Seakey end-of-program goal of achieving 
key rates of 1Mbit/sec at a range of 10-30 km in a naval environment.  

 
Program Highlights: 
 
1. Fundamental upper bound to the key rate achievable using any QKD protocol over a 

lossy channel. 
2. Developed a MATLAB tool for the evaluation of secret key rates under turbulent 

propagation (a theoretical model) and atmospheric absorption and scattering (a 
numerical model taken from MODTRAN), while employing a single spatial mode. 

3. A quantitative trade study of using multiple spatial modes and finding up to how many 
spatial modes may yield a perceivable key rate benefit. 

4. Development of a quantum-secure direct communication protocol with near-optimal 
rate-loss tradeoff that uses laser light modulation and homodyne detection, that is 
immune to a quantum-limited passive eavesdropper. 

5. Identification of a potentially far-reduced-complexity high-rate CV KD protocol. 
 
 

This report is organized as follows: 
 
1. This document (containing minor programmatic points, organizational notes and 

summary of progress in Phase I); 
2. A PPTX document (SEAKEY_RESULTS_Y1) containing the summary presentation 

of Phase I; and  
3. A folder (Model) containing the GUI m-file Input_parameters.m used to calculate key 

rates with inputs from the MODTRAN database. 
 
 

Section B. Technical Progress 
In this section, we describe the Statement of Work (SoW) proposed for Phase I and our 
progress against each of the tasks in the SoW.   

 
Task 1 Identify key challenges for transition QKD to a naval environment. Examine rate-
distance tradeoffs with turbulence, scattering, absorption, background etc.  
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SoW: The first step addressing this problem will be to identify all of the vulnerabilities QKD will 
be subject to when deployed in a naval environment. The evolution toward designing a robust, 
high-performance QKD system for a naval environment will begin with a study to identify the 
key challenges to QKD in such an environment, and quantitatively assess their impact on 
system performance. This initial focused four month analysis will categorize the effects most 
deleterious to fielding a high performance QKD system. 

 
Phase I Results:  

 
The Seakey team has focused on investigating the rate-loss behavior of the two classes of 
quantum key distribution protocols - discrete-variable (DV) and continuous-variable (CV). In 
recent work (arXiv:1310.0129), Guha et al defined the Rate-Upper Bound, which sets an upper 
limit on the secret key capacity of a pure-loss bosonic channel. As seen from Figure 1, CV and 
DV protocols have the same optimal rate-loss scaling, given by  R~η. In particular, CV binary-
phase-shift-keying (BPSK) and DV (polarization, or time-bin encoded) BB84 without decoy 
states, both yield a worse (R~η2) scaling. Thus, an extension of the CV BPSK protocol with a 
few additional modulation levels (but far fewer from a QAM-sampled discretization of the full 
Gaussian distribution of amplitude and phase, that CV demonstrations use) should retrieve the 
optimal (R~η) key rate scaling. This would be the same effect that decoy yields for DV. The 
security analysis for this will be pursued in Phase II.  

 

 
 
Figure 1: Rate vs loss. 
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While the fundamental rate trade-offs show similar trends for CV and DV, CV protocols have 
lower noise (being only limited by local-oscillator shot-noise of the coherent-detection receiver) 
and can access a higher number of modes/second, because homodyne or heterodyne 
detection can potentially have a much higher bandwidth compared to single photon detection, 
at comparable detection efficiencies. On the other hand, error-correction codes are better 
developed for small-alphabet DV protocols. Because DV protocols have small discrete signaling 
constellations, modulation is simpler, as compared to CV protocols (where symbols must be 
chosen from a Gaussian distribution or a densely-quantized version thereof). Thus, an 
extension of the CV-BPSK protocol that only uses a few modulation constellation points, while 
achieving the R~η rate-loss scaling, will ease on the aforesaid hardest obstacle to CV 
implementations.  

 
Guha et al have invented a direct communication protocol, that is quantum secure to a passive 
eavesdropper (same benchmark of security as the Shapiro two-way protocol), but requires only 
a simple one-way binary-phase laser-light signaling, near-LO-shot-noise-limited homodyne 
detection, and a reverse authenticated public classical channel (which may be an RF link for 
instance). The bits/mode performance of this protocol is several orders of magnitude better than 
the Shapiro protocol, which needs entangled states. The bits/mode performance achieved by 
our protocol adheres the quantum-limited rate-loss scaling (R~η), and is only factor of 2 to 3 
below it for reasonable assumptions on sources and homodyne detection.   

 
The team investigated various atmospheric nonidealities, including the effects of (1) 
atmospheric absorption, (2) aerosols, (3) water vapor, (4) turbulence-induced amplitude and 
phase fluctuations, on loss, and that of the blackbody and sky radiance on detector background 
counts. The main objective was to zero in on a few candidate windows of operation. Taking into 
account the trade-off between blackbody radiance, sky radiance and atmospheric transmission, 
the three candidate wavelengths we identified are 1.5 μm, 2.2 μm and 4μm (see Figure 2). Of 
2.2 μm and 4 μm, former has worse (higher) loss, but better (lower) noise.  

 

  
 
Figure 2: Atmospheric transmission in a marine environment in the presence of water vapor and aerosol 
(23km visibility). 
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A focal point in Phase I was our investigation of the performance of the BB84 decoy state 
protocol at these three wavelength regions: 1.55 μm , 2 μm  and 4 μm. Interestingly, the team 
found that in the presence of turbulence, atmospheric loss and sky/blackbody radiance, the 
three wavelength windows exhibit similar performance (Figure 3). Thus, the choice of 
wavelength of operation really depends on the availability of optical components – laser 
sources, detectors, modulators – at the various wavelengths. Given the easy availability of 
components in the 1.5 μm telecom band, this is the most suitable option.  

 

 
 

Figure 3: Performance of the BB84-decoy and CV Gaussian modulation protocols across wavelengths. 
 

The Seakey team identified the 1.5 μm FSO communication hardware developed by Novasol 
Inc. as a suitable platform from for implementation of a QKD testbed. 

           
   

 Task 2. Trade study that includes detailed evaluation of atmospheric turbulence, and 
QKD implementation to determine optimum operating parameters for deployed naval 
QKD system. Optimize performance across choice of protocol, code, modulation, 
wavelength, transmitter-receiver technology. 

SoW:  Once the vulnerabilities of a standard free-space QKD system operating in a naval 
environment have been identified, Raytheon BBN will design a QKD system complete with 
technologies to mitigate or minimize the risks incurred by operating in such an environment. 
Our team will identify the QKD protocol (e.g. BB84 with decoy states, CV-QKD), the encoding 
and modulation format (e.g. polarization, phase, time-bin, spatial, including high-order 
modulations), the wavelength of operation (e.g. specific wavelength within the visible, NIR or 
MWIR band), and the optimal optical channel parameters (e.g. beam waist). 
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Phase I Results: The performance of CV Gaussian and DV BB84 protocols with variation in 
atmospheric turbulence is shown in Figure 4, which plots the secret key rates as a function of 
channel loss. We assume the fundamental Gaussian beam is modulated, and that the 
apertures are circular. For this plot, all the “loss” has been lumped into one dB figure (the x 
axis), which could have contributions from diffraction-limited beam-spread, atmospheric 
scattering due to aerosols and water vapor, and any coupling efficiency loss at the receiver—for 
instance the free-space to fiber mode coupling efficiency in a fiber-coupled detector.  Realistic 
device parameters (as listed in the plot legend) were chosen for both CV and DV 
implementations. As expected, the key rate vs. loss degrades with increasing Cn

2. Roughly 
speaking, one order of magnitude increase in Cn

2 results in the key rates to diminish by one 
order of magnitude. 

 

 
 

Figure 4: Effect of turbulence strength on secret key rate of the CV Gaussian modulation and DV 
BB84-decoy protocols. 
 

In order to further quantify the effects of various marine detriments on quantum key distribution 
rates, our team built a numerical model, implemented in Matlab (Input_parameters.m). This 
model calculates the key rates of the BB84-decoy and CV-Gaussian modulation protocols for a 
specific link geometry by taking into account user-defined values of wavelength, weather 
conditions, visibility (which corresponds to aerosol concentration values), and elevation above 
sea-level. The link geometry considered accounts for transmit and receive-apertures of radius 
10 cm, symbol duration of 5ns, detector efficiency of 0.9 and dark count probability of 10-6. 
Figure 5 shows a screenshot of the Matlab GUI. The differing weather/visibility conditions cause 
a rapid decline in secret key rate of both, the BB84-decoy state and CV–Gaussian modulation 
protocol.  As a best case scenario, we expect key rates of the order of 106 at a range of 100m.  
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Figure 5: Screenshot of Matlab GUI 
 

We further examined the performance improvement by using multiple spatial modes. We 
considered a soft-aperture configuration of Hermite-Gaussian and Laguerre-Gaussian modes, 
for which the modal transmissivities are exactly solvable. From Figure 6, it is seen that the 
advantage of using multiple spatial modes manifests itself at shorter ranges, below 1 km. At 
longer ranges, employing multiple spatial modes does not pose any advantage due to 
diffraction-induced broadening. 
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Figure 6: Secret key rates as a function of range, obtained by employing multiple spatial modes 
(upper figure). Number of spatial modes as a function of range (lower figure).  

 

Section C. Publications 

• M. Takeoka, S. Guha, M. Wilde, “Fundamental rate-loss tradeoff for optical quantum key 
distribution,” Nature Communications 5, doi:10.1038/ncomms6235 (October 24, 2014).  

• S. Barzanjeh, S. Guha, C. Weedbrook, D. Vitali, J. Shapiro, S. Pirandola, “Quantum 
Illumination at the Microwave Wavelengths,” (to be published in PRL in March 2015), 
(January 31, 2015). 

To be published:  

• S. Guha, M. Takeoka, H. Krovi, M. Wilde, C. Lupo, “Defeating passive eavesdropping 
using a laser-source and homodyne detection”.   
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Appendix - Summary of Phase I (PowerPoint Slides)
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